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Intr oduction

This advisory describesarious methods and mechanisms for the rematseabf the widely-
used BrmMail script, ersion 1.9, to send arbitrary e-mail messages to arbitrary recipients with-
out the consent of, and @&gst the wishes and intentions of those wheehastalled the script on
their web serers. Essentialhall of the eploits described herein are also applicable to earlier
(pre-1.9) \ersions of BrmMail.

General information on the widely-used fremMail CGI script may be found at the folliing
URL:

http://worldwidemart.com/scripts/formmail.shtml

Impact

By manipulating inputs to theofmMail CGI script, remote users mayusk the functionality
provided by rmMail to cause the local mail servon the same (web) servsystem to send
arbitrary e-mail messages to arbitrary e-mail destination addreSseh. e-mail messages may
contain real or fayed sender e-mail addresses (in the From: headers) entirely of theratack
choosing. Insome cases, the \@fope sender addresses of such messages may also be set to
arbitrary \alues by the attaek

When and if the vulnerabilities described beldo exist (which is dependent, in some cases,
upon script installation configuration choices and webeserenfiguration choices) and when
and if theg are in fact exploited by an outside attaek message recipients will i@ anly incom-
plete e-mail tracing informatiorvalable in the message e-mail headeféis incomplete trac-
ing information will lead back only asif as the web segv that hosts thedfmMail script. The

IP address actually used to initiate the messages will notdialde to these recipientsThe
originating IP address of the attackmay or may not bevailable (in local web serr logs) to
the administrator of thexploited web semsr, depending on local web sewlogging, log file
retention policies, and the length of time that elapses betwgditation and the time the local
administrator becomesvare of the &ploitation. (Of course, gen in cases where web sev
logs are wailable, tracing information contained therein may perhapswatiacing of the
attacler only as &r back as whater anorymizing HTTP proxy the attaek used.)



Notification
We havefollowed the notification guidelines laid out in:
http://www.wiretrip.net/rfp/policy.html

with respect to this advisaryBoth authors of the present advisory attempted to contact the
FormMail maintainer via the e-mail addresyeg on the FormMail home page more than div
working days prior to publication of this advisoryNo response from the maintainerasv
forthcoming. Attemptwere also made to contact the maintainer via telepharttewere
unsuccessful.

Background

The FormMail script has a long and unaable history with rgards to security issues.
Originally intended as a helpful free CGI script, usable in the construction of simple interacti
‘contact us’ type web forms, it ag originally created and distated July 9, 1995 and
subsequently underwentveeal revisions culminating in @rsion 1.6 which as released May 2,
1997. Thel.6 wersion became widely used, and copies of the ér$ian are still installed and
publicly accessible in mgrocations at the present time.

Sometime between the release of the &i68ion of BrmMail and March, 2001,arious Internet
users becameware that spammers weremoiting the relatrely modest and weak security
checks within the 1.6arsion to send lge quantities of unsolicited ‘spam’ e-mail todar
numbers of recipients viaxploited FormMail scripts. In effect, spammers were using the
exploited FormMail scripts in vays that rendered them functionally egent to anogmizing
open e-mail relay seevs. Eentually someone filed a public security advisorgaaling these
exploitations and the nmo evident security problems with theofimMail script.[1] Later reports
indicated a belief that spammers were \a@bti searching the net forxploitable FormMail
scripts.[2] At least tw different parties ha gparently been motated (by rmMail’s evident
security problems) to create and diaitd their evn independently-desloped \ersions of
FormMail which alleggedly close the security loopholes.[3]

Subsequent to the release of the EGion of the script, 1.7 and 1.8rgions were also released.

On his web site, thedfmMail author himself notes that thesersions hae wnspecified (and
perhaps dferent; see footnotes) security vulnerabilities, and that all users should upgrade to
version 1.9 IMMEDIA TELY"".

Version 1.9 of ermMail was released by its author on or about August 3, 2001, according to the
comments in the scripfThis version has been afled to rectify the arious preiously identified
security issues withdfmMail, including its prior ability to be manipulated into being like an
anorymizing open mail relaj4]



Pre-1.9 Exploitation

Exploitation of ormMail versions prior to 1.9 for the foamding of e-mail messages which/ba

been efectively anonymizefb] was rendered trial by the scrips total reliance on information
transmitted by the web client to the web serfand hence to theoFfmMail CGlI script) for both
authentication of the request and for specification of recipient e-mail address(es) for each
message.

FormMail’s authentication of incoming requests, such asas\{and is, inersion 1.9), is limited
to the follaving rather rudimentary check on tAd TP_ REFERERernvironment \ariable passed
to the script from the local web serv (The web serer, in its turn, obtains thisalue from the
Referer: HTTP header supplied by the HTTP client.)

if (SENV{'HTTP_REFERERY) {
foreach $referer (@referers) {
if (SENV{'HTTP_REFERER’} =~ m|https?://(["/]*)$referer]i) {
$check_referer = 1;

last;
}
}
}
else {
$check_referer = 1;
}

Note that further up in the script, the original script installer is required e tefined the
@referers  array to a list of strings, each of which is supposed to be a domain name or IP
address. Thesdomain names and/or IP addresses are, by their inclusion in the irsiaitdied
definition of @referers , effectively authorized to run web se¥is that will sere yp HTML

pages containing HTML forms that mayosk with this specific locally-installed cgpof
FormMail. So,for example, if the local érmMail installer had wanted to limit the script’ usage

so that it could only be used in conjunction with HTML forms resident on the wedrsé&naovn
aswww.example.com andwww.example2.com then the installer auld hare previous
defined the@referers  array as follavs:

@referers = ("www.example.com”, "www.example2.com");

There gist several ways to easily bypass and circuemt theHTTP_REFERERchecking code
shavn abae. The most obious way, and the vay that most attaeks will certainly use is sim-
ply to decline to praide ary Referer: header at all as part of the HTTP requdst.such
cases, the attaek will effectively “‘pass’ the HTTP_REFERERvalidation test[6], and the
remainder of the &rmMail script will then beeecuted.

Even though it is clear that the simplest and easiest to circument theHTTP_REFERER
check in lermMail is simply to &oid including ay Referer: header in the HTTP request,
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for the sak o completeness we auld also lile to note some other methods whereby this same
check could be circunented gen in programming contes[7] where omission oReferer:
headers may be difult or impossible to achve.

Specifically it should be noted that the Perbrdar expression matching attempt:
SENV{HTTP_REFERER’} =~ m|https?://(["/]*)$referer|;i

is not left-anchored prior to thetps?: scheme specification nor is it right-anchored after the
$referer domain name.

The lack of left-anchoring prior to thetps?: scheme specification portion of theguéar
expression allers an attaclr to ‘pass’ this simple-mindedHTTP_REFERERvalidation test as
long as theHTTP_REFERERvaue (set from the HTTReferer: header) is some URL con-
taining a match for the galar expression aywhere within its entire length.

An attacler may easilyxploit this lack of left-anchoring by simply loading, and then submitting
an HTML form to the desireddfmMail CGI from the attaak’s avn local web semr using a
extended ‘spodfURL which contains a substring matching thgular expression sonwehere
within the entire URL string.The matching substring may be presented as part of the right con-
text of the complete URL, and specifically within a portion of the URL that will, byedion,

be ignored by marimost web semrrs when loading a page corresponding to thendURL. For
example, the follaving URL:

http://www.attacker.tld/myform.html?http://www.victim.com/

if included as the URL in an HTTBET request will typically result in the HTTP client recei
ing a copy of the same web page thabwd have been obtained if the requested URL had been
just:

http://www.attacker.tld/myform.htmi

because a typical web serwvill simply ignore the trailing portion of the URL past the question
mark.[8] Typical HTTP clients on the other hand, if adkto perform such &ET operation,
will do so (with the help of the relant web serer) kbut will then preserg the entire original
request URL and will later present that asRederer: value, when and if some HTML form
on the page is the subject of a submit operation.

The HTTP cliens preseration of the entire URL, including the trailing ‘spoafubstring,
allows most typical HTTP clients to wally pass ermMail’'s smple-mindedHTTP_REFERER
validation test gen if the attackr has neitherwlt nor obtained anHTTP client softvare that
allows for suppression dReferer:  headers[9], andven if he is writing his avn attack soft-
ware in some language (e.gvascript) that otherwise mak the implementation of attacks on
web CGls particularly easy and eenient.



The lack of right-anchoring after tigeferer portion of the rgular expression may also be
exploited by an attaad wishing to create a modifiedfnMail HTML submission form on a
web serer of his evn choosing. This may be more ditult than eploiting the lack of left-
anchoring haever, and may perhaps only be achable with the aid of some cooperadiDNS
sener. Given the availability of such a serer havever, a DNS ‘A’ record could easily be defined
for an fully-qualified domain name such as:

www.victim.com.attacker.tld

and that A’ record could be defined with an IP address of the &tacthoosing. Inthis case,
the attackr could easily load his maiaent locally-installed HTML gploit form (which has its
ACTION= clause set to point to the victisFormMail) into his bravser via a URL such as:

http://www.victim.com.attacker.tld/myform.html

The attackr could then simply submit the form and ibwid ‘pass’ the simple dkmMail
HTTP_REFERERvalidation check.

Note that all three methods for circuemting FormMail’'s HTTP_REFERERvalidation remain
present in the current (1.9enmsion of the script, i.e(1) complete omission/suppression of
Referer: headers and (2)xploitation of the lack of right-anchoring and (Rpitation of
the lack of left-anchoring.

Once an attaek has passed the easily circeniableHTTP_REFERERuvalidation check, he
then has a mostly free hand to manipulate other CGI (form inptigbkes in order to direct an
e-mail message of his choice to some selected destination address or addresses.

FormMail obtains the desired destination e-mail address for each transmitted e-mail message
from the HTTP client. The HTTP client, in turn, isxpected to obtain it from the pre-defined
vaue of ahiddenHTML form field (recipient ) within a form (or forms) associated with the
specific web site/seev where a gien instance of BrmMail is installed. Obviously havever, if

(as we hae sen abwue) it is trivial to trick FormMail into belieing that some attaekcreated

form which actually resides on some arbitrary webeseol the attackr’s choosing is a alid ref-

erer, then attackrs can certainly manadture (or simulate) forms with threcipient form

field set to ay e-mail address desired.

These are the conditions which led to earlier reportsoahMail being &ploited, generally by
bulk e-mail spammers, as if it were a kindasfonymizing open e-maitlay server The funda-
mental problem was that theHTTP_REFERERhecking could be easily spoofed, and that the
pre-1.9 ersions of BrmMail performed no alidation checking of gnkind on therecipient

CGl parameterAttackers were thus alleed to set this parameter toyasesired alue.

Version 1.9 of BrmMail incorporated changes whose purpoas 0 allev the actual destination

e-mail addresses (i.e. thalue gven for therecipient CGlI parameter) for gnsubmitted
message to be restricted by checkingtherairsg an installesupplied list of ‘acceptable’
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recipient e-mail addresses and/or recipient domakssnoted belov howeve, these changes did
not fully achiee their goal. That unfortunate dct, together with the multiple s in
HTTP_REFERERchecking (all of which are still present in the 1eé¥ston) imply that een the
current 1.9 ersion of BrmMail can still be used and ad®ed for spamming, for e-mail harass-
ment, or other purposes neither condoned or intended byth#vRil installer

Anonymous Mail Forwarding Exploits in FormMail 1.9

As noted abwee, versions of BrmMail up to and including 1.8 are befgel to be wilnerable to
various security ®ploits, including It not limited to create generation of HTTP header and
message data, leading to an installedniMail CGI script at a tgeted site belang like an
anorymizing open e-mail relayAt present, spammers are continuing and increasing theseab
of such earlier ersions of BrmMail, especially the widely depted 1.6 ersion, at @rious sites
where these earlieevsions are, unfortunateltill installed.[10]

This advisory describesaxious vulnerabilities inarsion 1.9 of the égimMail script that may
also lead to misuse anduse of the script by remote attack to achiee an efect functionally
equiaent to an anoymizing open e-mail relay sesw

Note that may if not most of thesexploits were also present iressions of BrmMail prior to
the 1.9 ersion, and thus it may baifly said that the »ploits described herein are not inyan
sense n& to the 1.9 ersion. r the sak d brevity however, we report these problems as vul-
nerabilities in the 1.9ersion.

The vulnerabilities described herein may be broadly separated into theirigllcatgories: (1)
creatve recipient addressing, (2xgloitation of theemail andrealname CGI parameters,
(3) other rgular xpression matching issues, and (4) mail-bombing by proxy usngMail.
These vulnerability cagpries are each described in separate sections.belo

Creative Recipient Addressing

The preceding section noted tharf@Mail 1.9 sufflers from the samelITTP_REFERERvalida-

tion flaws as earlier ersions of the script, thus forcing the yamtion of unauthorized use/misuse

of the script to rely entirely on the code added in 1.9 which attemptditiate client-supplied
recipient e-mail addresse3.hese added checks contain a number of subtle and not-so-subtle
flaws havever, any one of which, if &ploited, renders the checking code useless anteatst.

Briefly, the recipient address checking code added in 1.9 merely attempts to ensure that each
comma-separated substring of the client-specifexipient string matches (with right-
anchoring onlyand without case sensitty) one of a set of strings specified by the person who
installs the BrmMail script. The array called@recipients is used to hold these ghd
recipient address or domain) strings and each comma-delimited substring of the client-supplied
recipient CGI parameter string is chesk to see that it matches (right-anchored) at least
one of these installepecified “‘approved” recipient address or domain strings.
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As long as this check ‘passes’, foryagiven comma-separated substring of tlexipient

value, that substring will be ged in yet another array@send_to ), and later on, all elements of
the ‘validated” @send_to array are joird back togetherwith comma separators, and the
resulting string replaces the old,validatedrecipient CGlI parameteralue. Thatvalue is
then later used (when writing e-mail headers to the local maearnvthe follaving Perl state-
ment:

print MAIL "To: $Config{’recipient’\n";
So, for @éample, if the installer of the script had yisted a definition of@recipients like:
@recipients = ('pres\@elsewhere.tld’, 'ourdomain.tld’);

then all of the follaving client-supplied recipient addresses, ifegi by the HTTP client, either
alone or as elements of a comma-separated list of recipient addresslels;match” some ele-
ment of the@recipients array definition shen abwe, and would thus be allwed as wlid
recipient addresses:

pres@elsewhere.tld

PRES@elsewhere.tld (See note #1)
vice-pres@elsewhere.tld (See note #2)
Professor.Plum@ourdomain.tid
Norma.Desmond@nostalgia.ourdomain.tld

user%somewhere.tld@ourdomain.tld (See note #3)
user@somewhere.tld(ourdomain.tid (See note #4)
user@somewhere.tld(pres@elsewhere.tld (See notes #2, #4)

<user@somewhere.tld>ourdomain.tld (See note #5)
<user@somewhere.tld>user@ourdomain.tld (See note #6)
<user@somewhere.tld>pres@elsewhere.tld (See notes #2, #6)

Unfortunately some of the ‘acceptable’strings shavn abwe, if crafted by an attae and then

used within a spoofed/fraudulent HTTP request may lead to undesirable consequences, i.e. the
forwarding of an associated e-mail message to some recipient (or recipientg) éanail
addresses that the installevaeintended to allw as FormMail message recipients.

Several notes rgarding the @ample strings shvan abwe ae in order:

1. Comparisonof each comma-separated sub-part of the client-suppkegient
string is performed without case sendiyi. On systems where the initial (user ID) por
tion of e-mail addresses is considered case-sesgtiis may allev misuse of BrmMail
to send e-mail messages to unintended recipientsdia-mail addresses with altervati
case on the same systelVorse havever, this possibility opens up a hole that might-per
haps allov a remote attachr to misuse an installedfnMail script in a vay that &oids
immediate detection by gnocal user or administratonVe will return to this point
below.



In fairness to the é&rmMail authoy the README file supplied with dgrmMail version
1.9 «plicitly and strongly suggests that installers should prefixaud all full e-mail
addresses tlyeinclude within the definition of th@recipients array with the up-
caret (") charactertthereby causing subsequengukar epression matching for those
strings to be anchored both on the left and on the rigbitowing that suggestion euld
certainly eliminate the potentiakgloits noted abee that refer to this noteAnyone fol-
lowing the FrmMail authors advice with rgard to 1.9 installation wuld have written
their @recipients definition as follavs:

@recipients = (“pres\@elsewhere.tld’, 'ourdomain.tld’);

rather than the ay it was written further abhe, thus eliminating such efous potential
problems as being able to trickdmMail into sending unauthorized e-mail messages to
vice-pres@elsewhere.tld . As we havealready noted heever, even when each

and eery element of the installatefined@recipients array is set to a full e-mail
address (as opposed to merely a domain name) \ad véhen each of the e-mail
addresses in question is left-anchored, the check for correspondence between client--
supplied recipient addresses and the instdiiined set of allwed recipient addresses is
performed in a case inseng@imanner We will return to this issue bela

Althoughthe recipient parameter pnaded to FormMail by the HTTP client will

have rewlines and carriage return characters, if present, vednby FormMail, and
although theecipients string is separated into a set of comma-separated substrings
before the recipient addresalidation occurs, no otherlidation of the form, format, or
syntax of the recipient address(es) is performBEus leares goen the possibility of using

the old and widely-knon Sendmaipercent ha&[11] form of e-mail addressing, at least

in cases where one or more of the elements ofitrexipients array are just domain
names, as opposed to full e-mail addresses.

To understand fully wir use of the percent hack is almost guaranteedaik w1 such
cases, one must understand that:

« FormMail is designed to wrk in conjunction with either Sendmail or with some
work-alike program, such as Postfix, and we may thus assume thatverhauzil
sener FormMail is hooled up to will almost certainly be one tltitessupport the
percent hak form of addressing.

« In normal (non-gploit) operation, the mail seev resident on the same host as the
FormMail script itself will (unless the administrator has botched either his
Sendmail configuration or hisopFfmMail configuration) accept alllocally gener
ated’ e-mail messages coming out of therfaMail script and addressed toyaa:
mail address whos@domain part is the same as ofyaane of the domains listed
in the @recipients array Thus, in the precedingkamples, we can usually be
sure that the local mail seawvon the BrmMail host will not disallav or reject any
such  ‘locally-generated” e-mail message that is addressed to
user%somewhere.tld@ourdomain.tld because it will see that the
domain portion of this addressasrdomain.tld . That alone will probably be

-8-



enough to satisfy Sendmail that it should accept (and, if nece$savgrd) the
mail message in questiorAlso, a typical Sendmail installationyen a nodern
one, will usually not itself object to wrkind of forwarding of ag ‘“locally--
generated’e-mail message to gnother domain or site, because it is typical to
assume (when configuring Sendmail) thiatcal” e-mail originators can be fully
trusted, at least to send outgoing e-mail to other s(téste that BrmMail is act-
ing in the role of a'local’’ andtrusteduser in this case.po an attadckr really only
needs to get pasbEmMail's check onHTTP_REFERER(which, as we hae ®en,
is trivial to do) and then, if he can also get pasthiMail’'s dheck of the right-most
part of the recipient address string(spiagt the@referers  array he will be
able to send e-mail messages to essentialfyeamail address anwhere on the
Internet. Asillustrated by the xaample abwe, use of thepercent hak form of e-
mail addressing alles the attachr to get past the latter check.

4. RFC2822, likk RFC 822 before it, specifies that within thettef so-calledstructued
mail headers (e.gTo: ) any dring enclosed within matching left and right parenthesis
shall be takn as being purely commentary material, and shall be igndreds, if an
attacler provides a recipient string of the form:

user@somewhere.tld(ourdomain.tld

and if that string passes the (right-anchoredjullea epression matching check (i.e.
matching at least one element of t@recipients array), then @alo: header line
like:

To: user@somewhere.tld(ourdomain.tld

will be generated bydfmMail and passed to Sendmadiih such a case, Sendmail should

take everything between the left parenthesis and the corresponding right parenthesis as a
comment, thus leeng it with only theuser@somewhere.tld address to act on.
However in this case, there is no closing right parenthesis before the end of the header
line, so this wuld appear to be a case where the actuamMmehaf the mail sergr cannot

be predicted.In practice hwever, both Sendmail and Postfix helpfully and implicitly
supply the missing closing right parenthesis thenesglwith the result being that the
(ourdomain.tld portion of theTo: header is indct ignored, leang only the
user@somewhere.tld part to define the actual e-mail recipient address.

5. For a client-supplied recipient string of the form:
<user@somewhere.tld>ourdomain.tld
Sendmail will subsequently be fed the corresponding mail header:
To: <user@somewhere.tld>ourdomain.tld

and when such a header is supplied to Sendmail along with Serscin@ilke recipient
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address(es) from message headers) option, reports indicate that Sendmail will send a
copy of the message toiser@somewhere.tld , and that it will then ignore the
remainder of the header line, i.e. the part past the right (closing) angletbrétkisis in

fact entirely consistent with what the mail header parsing rules contained in RFC 822 and
2822 would indicateshouldactually happen in such a case.)

6. For a client supplied recipient string of the form:
<user@somewhere.tld>user@ourdomain.tld

it would appear clear that durdomain.tld is included in@recipients , then
such a string will passdfmMail’s recipient address acceptability check, and Jatben
Sendmail is fed:

To: <user@somewhere.tld>user@ourdomain.tld

then Sendmail will most certainly send a gay the associated e-mail message at the
very least touser@somewhere.tld , but possibly also taiser@ourdomain.tld

Reports suggest h@ver that Sendmail will ‘parse out’ the latter e-mail address and
send the message only to the former addré&s&n if the local mail seer used on a
given victim sener is one taht will parse the headerwh@bwe and then send to both e-
mail addresses, an attackcould potentially choose some infrequently- orenenoni-
tored e-mail address (such as the traditiomalbody user ID) within the tayeted
domain and use that e-mail address tovigi® the right conte for his (spoof) recipient
string. Thatalso will allov him to get past &rmMail’s recipient address acceptability
checks.

Exploitation of email andrealname CGI Parameters

As noted in the preceding section,vaemanipulation of theecipient CGlI parameter when
invoking FormMail 1.9 can allw an atacker to bypass the recipient address checks imposed by
the installers definition of the @recipients array a least in cases where the installer has
failed to define elements of this array to complete e-mail addresses (i.e. when one or more ele-
ments of the array is just a domain name) and when and if the installeilbdgd left-anchor

(with ) each full e-mail address within th@recipients array definition. Even in cases

where all elements of th@recipients array are full e-mail addresses and where these are all
left-anchored, an attaek may perhaps still be able to bypassniMail's recipient address
checks by gploiting various weaknesses imffnMail’s regular expression matching code, as we

will show in the next section.

Clever bypassing of the checks applied to the comma-separated substringsediphent

CGI parameter may @ever not even be necessary so long as the atecis willing to supply
cleverly constructed alues for theemail and/orrealname CGI parameters, and so long as
the attackr is willing to allav one copy of his e-mail message to go to sorpefmitted’ recipi-
ent address, in addition to some other attaskecified list of addresses.

-10 -



The email andrealname CGI parameters may undgr even less scrutip by FormMalil

than the comma-separategcipient substrings. Infact theemail andrealname CGI
parameters may undgr no \alidation whatsoeer. (The realname parameter most certainly
does not undego ary validation whatsoeer within FormMail, and theemail parameter will not
undepgo ary validation as long as it is not listed aseguired fieldin the list of required form
fields that is itself initialized from the client-suppliedlve of yet another hidden form field.
Given that an attaadr, either a determined one or a hurried and careless one, will most probably
set the alue of therequired hidden form field to null or noalue, we will just simplify the
remainder of our presentation by assuming, from hereafokwthat neither themail CGI
parameter nor theealname CGI parameter undgo ary validation.)

One critical additional point to note here is that neitheethail CGI parameteralue nor the
realname CGI parameter alue are in apway “cleaned upg’ by FormMail before thg are

printed to the local mail seex Specifically, the \alues of theseariable do not ha arriage
returns or n&lines remweed before thg are given to the mail serer.

Once thg havebeen supplied by the HTTP client, both #reail andrealname CGI param-
eter \alues are printed,evbatim and without filtering, to the local mail serwia the folleving
Perl statement:

print MAIL "From: $Config{’email’} ($Config{"realname’})\n";

Ones first thought upon seeing this statement is that the lack of filteringlidatron applied to
theemail andrealname CGI parameters cannot possibly be harmfulegythe benign con-
text (i.e. a From: header) within which thesdues will appearThat thought wuld be mislead-
ing howvever, because of the lack of wéne remwal for these parameteales.

Because an attaek can embed mdines in either or both of these CGanable \alues, he can
also efectively change theontet in which the remaining (rightard) characters of eitheale
appear to the local mail senv Specifically an atacker could set the alue of theemail
parameter to some string such as:

IGNORED\nCc: user@somewhere.tld,...

where \n represents awlee character This rather simple trick pxades the attack with
access to a self-generatéd: , Bcc: , or (secondary)o: header contd which, once achied,
provides the attaak with an &enue to direct the local mail sewto send the attached message
to some arbitrary set of e-mail addresses, in addition to winsagdress may hee been speci-
fied (via therecipient CGI parameter) for inclusion in the earliBs: header

As should be apparent from the Perl print statementvishabae, this same conié shift
(achievable via embedded mdines) may also and equally bepéoited via cleer construction of
a witable attac&rsupplied alue for therealname CGI parameterIn this case haever, the
attacler would need to tak care to also escape from the confines of the paired parentheses that
the script will supply to enclose tlmealname value. Gven that therealname parameter
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vaue will appear in the mail headers surrounded by a pair of open and close parenthesis, the
“smuggling in” of additional recipient addresses via ttealname CGIl parameter requires

the attackr to include some stragieally-placed parenthesis of hisvo in the \alue he passes to

the victim web semr for therealname parameter For example, the alue:

IGNORED)\nCc: user@somewhere.tld\nX-Ignore: (

could be supplied by an attarkas therealname CGI parameter alue, thus closing the
already-opened SMTP header comment, escaping to, and creatimg (€ame e-mail header
contect (which is then filled with victim e-mail addresses), escapirajnai® another rve e-malil
header contd, and then finally supplying a open parenthesis to match the closing one that will
be supplied by the Perl print statement withomr&Mail.

Last lut by no means least, it should be noted that vulneralslaMail installations may be less
than ideal as aehicles for distribting e-mail messages, either unsolicited or otherwise, due to
FormMail’s rather incomenient (for the spammers) habit of appending s ainique lgend just
ahead of the bodyxeof ary given mail message that it fomvds. rmMail aways prepends a

set of body tet lines haing the follaving general form to each e-mail message it passes to the
local mail serer:

Below is the result of your feedback form. It was submitted by
(sender addrsd o n date/time stamp

This additional leading bodyxewould appear to be anying to spammers who auld much
prefer to hae the text of their avn messages appear at trerywstart of the message bodytte
(We sssume that this spammannging aspect of BrmMail is one of the reasons, if not the pri-
mary reason that spammersvéagnerally shan a preference for using open mail relays, as
opposed to opendkmMail scripts, for sending their messages.)

Unfortunately hwever, given that theemail andrealname CGI parameters of dfmMail

may contain embeddedwlknes, it is apparent that either of these parameters may be set, by an
attacler, to a \alue which includes not only additional recipient addresagsalso additional

mail headers and additional initial message body @é the attackr's choosing. Br example,
theemail parameter could be set to:

\nCc: user@somewhere.tld\nSubject: $$$\N\nMAKE MONEY FAST!!!

thus causing the xe"MAKE MONEY FAST!!!" to appear in the outgoing message as #ny v
first line of the messagelody text. Furthermorea value such as the one sho just aboe
could be folleved by arbitrarily may additional nevline characters, thus pushing therfaMalil
supplied lgend tet far davn belav the attackr’s desired subject header and initial message te
(and perhapsven entirely off the ‘front page’ of what the messages recipient will see when he
first looks at the receed message).
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This tactic may of course be applied with essentially eqtedteto either themail or real-
name parameters,x€ept that the aaats mentioned alve cncerning the balancing of paren-
thesis vould apply in the case of manipulation of tkalname parameter

These possible tactics fahiding” the otherwise spammanngying FormMail leading body
text are not, unfortunatelghe only ones possibléAs one careful early wveewer of this advisory
noted, the vulnerability which alles an attacér to include nelines in theemail an/or
realname CGI parameters might also open up aenae whereby thedfmMail-supplied lead-
ing body tet could be dkctively removed from the viev of a message recipient via the careful
construction of MIME e-mail headers which actadhat exact efect. (Thisdesign of anxploit
making use of this approach is left as aerese for the readgr

Other Regular Expression Matching Issues

We have noted abwe wveal ways of bypassing d¢imMail's atempts to walidate a
client-suppliedrecipient string, where most of these methods rely anous obscure and
not widely knavn aspects of e-mail address parsing rulEsese are by no means the onlgys
to circument these recipient addresalidation checks heever. These checks may also be
bypassed via at least threefelient exploits relating to BrmMail’'s use of rgular expressions for
e-mail address matchinglhdation. Thesadditional &ploit techniques are described belo

The first rgular expression gploit we present d&érs an attackr an easy opportunity to get past
FormMail’'s recipient address checking tests, although perhaps iayathat will be quickly
detected by an alert local administrator (of thpl@ted serer). Notethat due to the flg-of-
control logic used within &rmMail, an attac&r mustget past these tests at least once, or else no
e-mail messages will be sent at all.

Consider the case where the locarfMail installer preided the follaving definition for the
@recipients  array:

@recipients = (" john\@our-server.tld");

Given that the string enclosed within the double quotation marks withéh lfe used,arbatim,
as a rgular pression within a Perl gallar xpression match, andwgn that within such rgular
expressions, each period character actually stands for a single-chaviédtteard characteran
attacler could supply aalue for therecipient CGI parameter such as:

john@our-serverXtld

In such a case, unless by somé&emely remote chance, there happens to be another serv
the same local netwk whose non-qualified node nameoisr-serverXtld , the mail mes-
sage sent by the attakthrough BrmMail to the specifiedecipient address (and perhaps
also to some additional set of recipient addresses smuggled in eimdile and/orrealname
CGlI parameters) will almost certainly generateraeliveable bounce mesga for the non-
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existentjohn@our-serverXtld address. Wherwill this bounce message go?

We would hope that the undedrable bounce messageowd be directed to some responsible
local administrator who wuld then quickly realize that theage is afoot, and that somebody
somavhere is presently attempting twpdoit the locally-installed copof FormMail, kut in point

of fact this is unlikly to occur

What is clear is the the bounce message, byendion and by SMTP standards, will be sent to
the envelope sender address thaasvattached to the original e-mail message that generated the
bounce. Whawvill the original ewelope sender address be?

Because &érmMail itself generated the original message, and becaoseMail itself was
executed as a child process of the local webesetive original emelope sender address will typ-
ically be whateer local useiiD the local web semr is run underor rather whatever local user
ID it changes to after it starts up.

For typical Apache installations, the account in question is, quite often, the rfobaldy
account. Thaaccount name is, in turn, quite often and quite typically aliased (in the local mail
sener’s diases file) tddev/null | in ather words to the obliion black hole.

The implications here should be apparefin attacler who attempts toxploit FormMail may
be easily able to escape immediately detection by local administrators simpiplbytireg
FormMail’s inattention to the important detail that within the cahtd Perl rgular expression
matching, periods mean something other than literal periggploitation of this inattention to
detail may allav an atacker to ‘pass’ FormMail's recipient address check in ary stealtly
fashion. Oncehe attackr has gotten past the recipient check, at least once, then heptay e
the email and/orrealname vulnerabilities of BrmMail (described abh@) to dso direct
copies of his mail message to othegéed e-mail addresses.

Other perhaps een more interesting ariations on this theme are also possible, and are perhaps
even more directly dangerousA FormMail installer who had defined h@recipients  array
to:

@recipients = ("ourdomain.tld");
in order to allav FormMail to be emplged to send mail to gruser of theourdomain.tld
domain might later be unpleasantly surprised tgirbereceving spam complaints from
somewhere.tld  users when some miscreant finally figures out that a recipient address such
as:

user@somewhere.(ourdomain)tld
passes the (right-anchored onlyyutar expression match ajnstourdomain.tid with flying

colors, only to subsequently e its parenthesized portion treated as a (non-significant) com-
ment by the local RFC-conforming mail serjl4]
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Yet another aspect of the weakness offRMail’s regular-expression based attempts talidate
recipient address strings is its total insemsjtito important lgical aspects of domain names
themseles, in particulgrdomain label boundaries.

FormMail installers who hae dected to use one or more domain names in their definition of the
@recipients  array may be dismayed to learn that the lack of left-anchoringyrimi¥ail’s
regular expression matching, together witlrrifnMail’s inattention to the importance and signifi-
cance of domain label boundaries may leadxfaagtation of a locally-installed &rmMail, by
outside spammers, to spam users in other domains whasedomain names ka rght-
anchored substrings which just happen xaclly match the local domain nameee though
there is otherwise no relationship between those other domains and the local domain.

For example, the follaving @recipients  array definition:
@recipients = ("X.biz");

clearly allavs the local BrmMail script which contains it to direcoFfnMail-generated e-mail
messages toavious users léng e-mail addresses directly within tkdiz  domain. Hevever
what may be less clear is that it alsowBdormMail-generated messages to be directed to per
sons haing e-mail addresses within, foxample, thedepartment-y.x.biz domain. More
troubling is that it also alles FormMail-generated messages to be directed ygarson haing

an account in the (clearly unrelateg¢neration-x.biz domain. Thisproblem arises
because 6rmMail is not astute enough to understand that, f@mple, the domain name
generation.x.biz is related to the x.biz domain while the domain name
generation-x.biz is entirely unrelatedThus, an instance ofofmMail installed on a web
sener belonging to x.biz could potentially be wused to spam users in the
generation-x.biz domain.

Lastly, as we moted earlierone method of circunenting FormMail's atempt to \alidate the
recipient CGI parameter aanst elements of the installsupplied@recipients  array is

to simply use alternate ase for the user ID portion of the client-suppliedipient e-mail
address. Athe \ery least, this might all@ an atacker to use BrmMail to send an e-mail mes-
sage to, forxample, a user whose e-mail addres3O$iN@Iocalhost.tld even though the
installer only intended to allo FormMail messages to go to the user whose e-mail address is
john@localhost.tld [12]

This fact alone may be properly wed as being essentially insignificarit worst, the case
insensitvity of the FormMail recipient address checksowd seem to alle misdirection of
FormMail messages to dgrent (and unintended) users of the sangetarecipient system where
some other alid and authorizeddimMail message recipient also has an account.

Recall hovever that the logic of BrmMail demands that at least one of the comma-separated
substrings of the client-suppliedcipient CGI parameteralue must indct ‘pass’ the recipi-

ent addressalidation check.Otherwise no e-mail message will be sengam@ess of whateer

other cleer manipulations an attaek might hae undertalen.
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Exploitation of the case-insensity of therecipient address checking code may yide yet
another means for an att@cko pass the recipient address check, at least once, thus insuring that
his desired e-mail message will iact be sent by dfmMail. Furthermorejt may allov the
recipient address check to be bypassesh @s it also allovs the attaokr to aoid immediate
detection of his aatities, either by ay authorized BrmMail message recipient or byyalocal
administrator

For example, let us suppose that tl@recipients array was preiously defined by the
installer as follavs:

@recipients = (" john\@our-server.tld");

Based on the other vulnerabilities noted\ah@n atacker could easily spoof hisay past the
HTTP_REFERERhIheck and he could then pide some cleer values for either themail CGI
parameter or theealname CGI parameteror both. Thosevalues could induce dgfmMail to
send a desired e-mail message to some additional e-mail recipient addres&ea)dba/ond
whatever address may hee keen preided by the attadk as the client-supplieckcipient

CGI parameter alue. Buteven if he does all this, the attaek must still get past the script’
checks on theecipient value, at least once, in order to induaaiiMail to send ane-mail
messages at all.

To get past the checks on thalidity of therecipient CGI parameterthe attackr might set

this parameter to thealue JOHN@our-server.tld . This would cause the recipient check to
pass, once, and that in turrowd enable the script to continue further in its processing of the
HTTP request, whereupon yamf the seeral other BrmMail vulnerabilities could then be
exploited. Insuch a case ever, the local mail semr would also attempt to send a gogf the
attacler’'s message to the e-mail addréd&@HN@our-server.tld . What then?

In the most common case, i.e. wherg-server.tld Is in fact the local domain, and where
the mail serer praviding mail service for the local domain is either Sendmail or Postfix, the
attacler will typically not be able to hide his astiies via this sort of case-sensgity exploita-

tion because the local mail ser(Sendmail or Postfix) will actually treat the user ID portion of
a local e-mail address in a case-insewsitmanner Thus, &en if the attackr tricks the
FormMail script into attempting to send an e-mail messagEOidN@our-server.tld that
message will still be delered to thgohn@our-server.tld mailbox. Thelocaljohn user

will thus be alerted that the locabfmMail script is being used, and possiblyisdd, and quick
remedial action may then be takto halt further aise.

If however the specific mail seer that preides mail service for theur-server.tld

domain treats local user IDs in a case-sesgsitianner then the user IDohn may «ist, and
may accept incoming e-mailyen though the user IDOHNdoes not xist and does not accept e-
mail.

In this case, anmessage sent to tREOHN@our-server.tld account will bounce as unde-
liverable. Wherawill it bounce to?
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As noted preiously, the message should be, and typically will be bounced back (along with an
undelverable notice) to its emlope sender addresAnd as vas also prgously noted, the
ervelope sender address will almosvariably be the local user ID under which both the local
web serer and ap CGls that it ivokes un. Thataccount, quite often, is the locabbody
account, and e-mail for the locabbody account is, as often as not, aliaseddev/null

Thus, if the attaddr arranges tdpass’ the FormMail recipient addressalidation test by chang-
ing the case of the user ID portion of somevknauthorizedrecipient e-mail address, and if the
alternatvely-cased recipient address is itself undehble, then this may represent an opportu-
nity for the attackr. Specifically, it may allov the attackr to trick FormMail into belieing that

it has recaied a least one alid recipient addressven though the message sent to that address
will first be bounced as undedrable and then, subsequenthill disappeay quietly and con-
veniently, down a Hack hole,withoutalerting ay local end-users or glocal administrators on
the eploited system thatx@loitation is occurring.

It should additionally be noted thatem in cases where the web senitself is run under some
account other than thobody account, the account that the web seiig in fict run under will

often and typically be one for which incoming e-mail messages, including bounces, are dumped
into a black hole.Furthermore, wen for web serer execution accounts that are not aliased to
/devinull | local administrators may not bepecting ag incoming e-mail for the web seaw
execution account, and thus,yaa-mail thatdoesarrive for that account may be monitored only
rarely or perhaps wer. Such a situation isx@ctly what an attaek wishing to escape immediate
detection wuld desire.

In summaryit may safely be said that the case insengptiof the FormMail recipient address
checking code may open up additional possibilities for quietheromy up alise and xploita-
tion of the other BrmMail security flavs detailed herein.[13]

Mail-Bombing by Proxy Using FormMail

Although eploitation of installed BrmMail scripts for spamming purposes @& and way the
most likely scenario imolving misuse and alse of lermMail, a desire for completeness compels
us to note some additionabwys in which typical BrmMail installations may be abed to cause
harm or anngance to othersyen if only indirectly.

In general, ay Internet miscreant may easily floodydmternet e-mail account of his choosing
by simply sending a flood of e-mail messages directly to thgettaaccount. This direct
approach is heever known to be a good ay to hae me’s autbound e-mailing pvileges
revoked in short order

Being avare of this Act, may Internet miscreants bent on performing an aanail bombing
against a gren target e-mail account will instead elect to do so only indireethyploying some
intermediary agent or system that can be induced to send e-mail messages to arbitrary attack
specified e-mail addresse3o the etent that the intermediary pents the final victim of the
mail bombing from easily learning the identity and/or IP address of the mail bomb originator it
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will be seen as a potentially useful tool fastaalthmail bomb attack.[15]

Given these &cts, together with the multipleoFmMail vulnerabilities described abs it should
be immediately seen thatyamstalled instance of theoFmMail script may be empyed, in \ari-
ous ways, as part of stealthmail bombing attack directed aigst an arbitrarily selected tgat e-
mail address.

It has certainly been sthvm abare that FormMail may be induced to send arbitrary messages to
arbitrary taget addresses in aayw which preents the final recipient from being able to easily
determine the IP address of the actual message origifdt@r fact alone could prade the basis

for a stealth mail bombing attaclddditional possibilities for such attacksyeiving FormMail,

may also grist howvever.

For example, if ormMail is being emplged on a gien web site in conjunction with an e-mail
auto-responderof some kind, then it may be possible for an attadio repeatedly uoke
FormMail while setting theemail CGI parameter to the e-mail address of his intended victim.
The victim in this case will rece a fbod of ‘auto-response'sf or messages that he himself did
not originate, and these auto-responses may (and quite often will) contain no indication of the IP
address that originated whate message or messagevédaiggered the auto-responder to send
a response messagelote also that\en for a relatvely ‘‘smart” auto-responder that mek it a
point to attach the e-mail headers of each orighgdjering e-mail message to each of the auto-
response messages it generates, the trace informatioidgutdy such headers will lead back
only as &r as the web segv on the system that hosts trerfMail script. That information will

of course be institient to determine the IP address used by the actual atmtigf the mail
bomh

Because of the albe enario, it is strongly recommended thatriMail never be intentionally
employed in conjunction with ankind of e-mail auto-responder

[1] Thecanonical reference for the originabifnMail spamming’ advisory is:
http://www.securityfocus.com/archive/1/168177

Note that gen earlier, reports had suated rgarding FormMail and emironment \ariable infor
mation leakage:

http://packetstorm.decepticons.org/advisories/blackwatchlabs/BWL-00-06.txt
http://www.securityfocus.com/bid/1187

and a fix vas deeloped for this problem:

http://www.securityfocus.com/archive/1/62033
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A remote commandxecution vulnerability vas also reported (Aug, 1995) for the 1edsion of
FormMail:

http://www.securityfocus.com/bid/2079

[2] The original report of possible widespread scanning of the net for vulnerabieMail
scripts may be found at:

http://www.extremetech.com/article/0,3396,5%253D25124%2526a%253D18236,00.asp#story4
[3] The home page for one alledly ‘fixed” version of BrmMail may be found at:
http://www.mailvalley.com/formmail/
An entirely separatéfix ed” version of ermMail may be found at:
http://nms-cgi.sourceforge.net

Unfortunately neither of these security-enhancestsions of BrmMail address all of the secu-
rity issues raised herein.

[4] Inexplicably, even though \ersions of BrmMail prior to 1.9 are knen to be &ploitable (as
what amounts to angmizing open mail relays) the author of this script continues to digtrib
several of his earlierinsecure grsions of the script (for use with/oanous ersions of MS Wh-
dows) via his web site and thefnMail home pageThis will naturally tend to contrilte to a
worsening of theasting global problem of insecurefnMail installations, wer time.

[5] We wse the termranonymizedherein to indicate that the IP address of the actual message origi-
nation point will not be present inyaof the e-mailReceived:  headers contained in the mes-
sage themsebs. Thislack of tracing information mads it essentially impossible for a message
recipient to determine the actual origination point, at least not without the aid of the administra-
tor of the sergr that hosts thedfmMail script and not without a careful search of log files by
that administrator

[6] The lynx web brwser proides the-noreferer command line option to achwe tis
exact efect.

[7] Javascript, in particularimplements aubmit() built-in primitive that can be used to sim-
plify attacks on web CGIsThe authors ha found no vay to induce Jascript’s submit()
primitive o suppress the inclusion ofReferer: header in the HTTP request generated by a
call tosubmit() however.

[8] There are, of course, otheays to cause typical web sers to ignore some rightwd part of

a complete URL. The forward slash character (‘/’) can also be used to sehfee same ééct
when the portion of the URL to the right of the wal® forward slash can be located by the
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relevant web serers and when it is an ordinary file (as opposed to a directory).

[9] Thereare, of course, otherays by which one could arrange f®eferer: HTTP headers
to be suppressed, the mostviois of which is to mak use of ag of the Internes mary
anonymizing HTTP pixy serves.

[10] One of the authors of this advisory (Guilmette) is currently maintaining a list of the IP
addresses of such sites for spam blocking purposes.

[11] Please see:
http://web.nps.navy.mil/“miller/percent-hack.htmi

for a brief description of the traditional (if non-standapdjcent ha& e-mail addressing nota-
tion.

[12] Of course, dierent operating systemsveadfferent conentions and practices withgards

to the case sensitty... or lack thereof...of local user IDs.It should be noted heever that
FormMail is most frequently installed on UNIX or UNIX-kks/stems, and that these systems
do, in virtually all cases, treat local user IDs as being case sentitis allaving for the possi-
bility that there might be a user whose IDjobn and also another user whose IDIGHN
both on the same single system.

[13] Webmasters may also wish to reconsider the advisability of running wedrsemder
accounts whose incoming e-mail is either serfdev/null or ignored. It may actually be
wiser to select some account other thanrtbbody account to run a web semwunder and
then to alias that other accountrémt or some other frequently-monitored local administrator
address. Thaobody account should more probably be presdras an é&tctive email alias

for /dev/null however, as there are certainly instances in which you really ta@nt ary
bounces, no matter what.

[14] See RFC 2822, especially its discussion of parenthesized comments and e-mail address syn-
tax.

[15] An indirect mail bomb attack amst a gren email address may be easily undeesalsim-

ply by sending a lge number of e-mail messages to some nastent and/or otherwise unde-
liverable e-mail address on some specific third-partgrmediary system with the emlope

sender (i.e. bounce back) e-mail address set to the e-mail address of the intende®uadtism
indirectmail bombing via bouncestack is not at all stealfthoweve, because in theast major

ity of cases the attaeks IP address will be shan clearly in theReceived:  headers of the
messages that triggered the bounces, and these in turn will typically be included in the bounce
messages reced by the final victim.
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